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(54) TERGAL IC M ° NEY SETTLEMENT METHOD USING MOBILE COMMUNICATION 



(57) There is provided a settlement system compris- 
ing a mobile communication terminal, a settlement input 
device configured to output data of a charge, and a set- 
tlement device able to transfer money from a first ac- 
count to a second account. The settlement input device 
comprises a first transmission unit configured to trans- 
mit the data of the charge to the mobile communication 
terminal, and a second transmission unit configured to 
transmit the data of the charge, identification data of the 
mobjle communication terminal, and identification data 
of the settlement input device to the settlement device. 



The settlement device comprises a control unit config- 
ured to transfer an amount of money determined by the 
data of the charge from the first account to the second 
account, and a transmission unit configured to transmit 
the data of the amount of the transferred money to the 
mobile communication terminal. The mobile communi- 
cation terminal comprises a first reception unit config- 
ured to receive the data of the charge from the settle- 
ment input device, a second reception unit configured 
to receive the data of the amount of the transferred mon- 
ey from the settlement device, and a display. 
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Description 

TECHNICAL FIELD 

[0001] The present invention relates to an electronic 
money settlement method, particularly, to an electronic 
money settlement method using a mobile communica- 
tion terminal. 

BACKGROUND OF THE INVENTION 

[0002] . Credit cards, debit cards, and smart cards, 
which are forms of the so-called "electronic money", are 
attracting attention because they eliminate the necessi- 
ty of carrying or making change, and make payment of 
a small amount of money easy and fast. Furthermore, it 
is expected that usage of electronic money will be real- 
ized Jn the future in convenience stores, shops at railway 
stations, public transport, vending machines, and so on. 
[0003] Among the forms of electronic money, there is 
also the so-called prepaid electronic money card; which 
includes a disposable type and a re-loadable type. Each 
disposable type prepaid electronic money card, the 
same as the usual prepaid cards, is equivalent to a spec- 
ified amount of money, and can be purchased from 
banks or other financial institutions. On the other hand, 
the re-loadable type prepaid electronic money cards do 
not have any money deposited when they are pur- 
chased; when it is desired to use the card, an amount 
of money may be loaded into such a card with an exclu- 
sive reload terminal or an ATM (Automated Teller Ma- 
chine). Furthermore, the card may be. reloaded many 
times. 

[0004] It is technically possible to include in a single 
card the above functions of a credit card, a cash card, 
a debit card, and a re-loadable prepaid card. 
[0005] Recently and continuing, the settlement meth- 
ods related to the credit card, debit card, smart card, 
and others are frequently used. Especially, the settle- 
ment method involving the credit card has been well es- 
tablished, in which a payment is made on the basis of a 
specific card number and a specific signature for a credit 
card. However, problems have occurred recently in that 
money is withdrawn even without signatures, implying 
that problems exist in the security of the user authenti- 
cation system. 

[0006] As for debit cards, if a user inputs a specified 
number of the debit card and a password dedicated to 
the card, it is possible forthe user to make payment from 
his bank account immediately. However, in the user au- 
thentication system related to debit cards, only a card 
number recorded in the debit card (a magnetic card) and 
the password remembered by the user are used for user 
authentication, and therefore the security level of the 
debit card user authentication system is not sufficiently 
high. For this reason, in order for the user to monitor 
illegal settlements, he has to keep all receipts of previ- 
ous transactions, and each time he withdraws money 



from his bank account he has to compare the new re- 
ceipts with the old ones to make sure there have not 
been illegal settlements. 

[0007] . In case of the smart card, there are two kinds 

5 of methods of using it. In one method, user authentica- 
tion is not performed at all, and in the other method, it 
is required to input a PIN code to perform user authen- 
tication. Because the smart card is furnished with func- 
tions of user authentication, encoded communication, 

10 and digital signature, it has a relatively high security lev- 
el. The basic technique employed in the smart card is 
similar to that employed in the USIM (Universal Sub- 
scriber Identity Module), which is connected to the re- 
cently established public mobile communication net- 

15 work. The USIM is a card having an electronic interface, 
whose shape is designated to be the same as the UICC 
(UMTS Integrated Circuit Card), and in compliance with 
ISO 781 6-1 and ISO 781 6-2. The integrated circuit of a 
smart card includes a ROM (Read-Only Memory), RAM 

20 (Random Access Memory), EEPROM (Electrically 
Erasable and Programmable ROM), a CPU (Central 
Processing Unit), and a security logic circuit, and stores 
an ID number, an authentication key, an encryption key, 
and other information. When user authentication is per- 

25 formed by inputting the PIN code, however, because the 
authentication system uses the PIN code only, just as 
with the debit card mentioned above, the user has to 
monitor illegal settlements by himself. Therefore, in or- 
der to make payment with smart cards, it is required to 

30 further improve their security level, and ease of use as 
well. 

[0008] Summarizing the problems of the electronic 
money settlement methods of the related art described 
above, a user of an electronic money card of the.related 

35 art cannot determine, in near-real time and from his mo- 
bile terminal at any desired time and any desired place, 
whether his payment is made safely for the goods he 
ordered or the service he requested. In addition, even if 
the user's personal data are misused, it is difficult to de- 

40 termine the misuse. On the other hand, in the related 
art, it is difficult to safely perform user authentication in 
a short time interval at shops, and thus it is difficult to 
safely charge at shops in a short time interval. 

45 DISCLOSURE OF THE INVENTION 

[0009] Accordingly, it is an object of the present inven- 
tion to provide an electronic money settlement method 
using a mobile communication terminal to solve the 

50 above problems. 

[0010] In the settlement system of the present inven- 
tion, comprising a mobile communication terminal, a 
settlement input device, and a settlement device, data 
of purchased items and code of a purchaser are input 

55 to the settlement input device, for example, a cash reg- 
ister, and the settlement input device transmits the pur- 
chased items data and the purchaser code to the mobile 
communication terminal, for example, a cellular phone. 
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Next, in the mobile communication terminal; authentica- 
tions of the purchased items data and the purchaser 
code are performed, and the result of the authentication 
is sent back to the settlement input device. In the settle- 
ment input device, based on the authentication result, a 
transfer request list is created, and is transmitted to the 
-settlement device, for example, a settlement server. 
[001 1 ] Further in the mobile communication terminal, 
based on the authentication result a payment list is cre- 
ated, and is transmitted to the settlement server. In the 
settlement server, the transfer request list and the pay- 
ment list are stored, and are compared to each other, 
and when they are in agreement, the settlement server 
makes a payment. 

[0012] Further, after comparing the transfer request 
list and the payment list, the settlement server transmits 
the comparison result to the mobile communication ter- 
minal. 

[0013] Furthermore, when making. HulhenticHlions of 
the purchased items data and the purchase- code re- 
ceived from the settlement input device in trie mobile 
communication terminal, the mobile communication ter- 
minal generates a unique number for each transaction, 
and using this number, the mobile communication ter- 
minal creates the payment list, and the settlement input 
device creates the transfer request list. 
[0014] Consequently, it is possible for a purchaser to 
determine, from his mobile terminal at any desired time 
and any desired place and in near-real time, whether 
the payment is made safely for the exact goods he or- 
dered or the exact service he requested. In addition, 
when the purchaser's data are misused, it is possible to 
detect the misuse. 

[0015] On the other hand, at shops, authentication of 
the purchaser can be made safely in a short time inter- 
val, thus enabling safe charging at shops in short time 
intervals. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[0016] 

FIG. 1 is a view of an overall configuration of a set- 
tlement system according to an embodiment of the 
present invention; 

FIG. 2 shows block diagrams for explaining config- 
urations of the mobile communication terminal 1 01 
and the settlement input device 118 shown in Fig. 1 ; 
FIG. 3 is a block diagram showing configurations of 
the mobile communication terminal 101 , the mobile 
communication network 1 04, and the settlement 
device 117 shown in Fig. 1 ; 

FIG. 4 is a.table showing an example of data stored 
in the memory 208; 

FIG. 5 is a table showing an example of data stored 
in the memory 203; and 

FIG. 6 is a table showing an example of data stored 
in the memory 402. 
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BEST MODE FOR CARRYING OUT THE INVENTION 

First Embodiment 

s [1 . The Overall Configuration] 

[0017] FIG. 1 is a view of an overall configuration of 
. a settlement system according to an embodiment of the 
present invention. 

10 [0018] In FIG. 1 , there are shown a settlement system 
1 00 including mobile communication terminals (denoted 
as u MS°) 101 through 103, a mobile communication net- 
work (denoted as "MN") 1 04, a gateway 1 07, an Internet 
service provider (ISP) 116, a settlement device 117, a 

15 settlement input device 118, and a PSTN (Public 
Switched Telephone Network) 111 , an ISDN (Integrated 
Services Digital Network) 112, a PHS (Personal Hand- 
yphone System) mobile network 113 or other mobile 
networks, a LAN (Local Area Network) 114, and the In- 

20 ternet 115. 

[0019] The mobile communication terminals 101 
through 1 03 can be connected to the mobile communi- 
cation network 104 through a radio link, and through the 
gateway 107 the mobile communication network 1 04 is 

25 connected to the PSTN 111, ISDN 112, PHS 113, LAN 
11 4, the internet 115, ISP 1 1 6, and the settlement device 
117. 

[0020] A request for payment is input from the settle- 
ment input device 118, and the settlement device 1 1 7 is 

30 requested to process the payment. 

[0021] Here, the mobile communication terminals 101 
through 103 are able to communicate with the settle- 
ment input device 118 via a radio link or through cables, 
and the settlement input device 1 1 8 is also able to com- 

35 municate with the settlement device 11 7 via a radio link 
or through cables. 

[0022] The settlement system of the present invention 
may also have other configurations different from that 
shown in the above example, as long as mobile com- 
40 munication terminals 101 through 103 are able to com- 
municate with the settlement device 1 1 7 via the mobile 
communication network 104, and the settlement input 
device 118 is able to communicate with the settlement 
device 117. 

45 

[2. Configurations of Settlement Input Device and 
Mobile Communication Terminal] 

[0023] FIG. 2 presents block diagrams showing con- 
^o figurations of the mobile communication terminals and 
the settlement input device 118 shown in Fig. 1, where 
FIG. 2B shows the detailed configuration that is for each 
of the mobile communication terminals, for example, the 
mobile communication terminal 1 01 shown in Fig. 1 , and 
55 FIG. 2A shows the detailed configuration of the settle- 
ment input device 118. 

[0024] Here, a cellular phone is taken as an example 
of the mobile communication terminal 1 01 , and a cash 
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register is taken as an example of the settlement input 
device 118. 

< 2.1 Cellular Phone 101> 

[0025] In FIG. 2B, the cellular phone 1 01 includes a 
radio transmitter/receiver 201 ■, a controller 202, a mem- 
ory 203, a local communication unit 204, a display 205, 
and an input unit 206. 

[0026] The radio transmitter/receiver 201 has an an- 
tenna, and is able to communicate with the mobile com- 
munication network 1 04 via a radio link. Specifically, the 
radio transmitter/receiver 201 is able to transmit radio 
signals to or receives radio signals from a base station 
installed within the mobile communication network 104. 
The radio signals transmitted from the cellular phone 
101, for example, radio signals Including voice,, images, 
and text are received at the base station, and the base 
station transmits the received signals to other cellular 
phones connected to the mobile communication net- 
work 104. In addition, radio signals transmitted from oth- 
er cellular phones, for example, radio signals including 
voice, images, and text, are received at the base station; 
the base station transmits the radio signals to the cellu- 
lar phone 101, and the radio transmitter/receiver 201 re- 
ceives and demodulates the radio signals, and sends 
the demodulated signals to the controller 202. 
[0027] In addition, the local communication unit 204 
is able to communicate with the cash register 118 via a 
radio link or cables. Specifically, the local communica- 
tion unit 204 is able to communicate with the cash reg- 
ister 118 locally and directly, without going through the 
mobile communication network 1 04 and the base sta- 
tion. .When the local communication unit 204 communi- 
cates with the cash register 118 via cables, interfaces 
are attached to the cash register 118 and the cellular 
phone 101 to connect cables or connectors. 
[0028] The Blue Tooth technique may be applied to 
the local communication unit 204. The local communi- 
cation unit 204 may be configured to support the fre- 
quency range in which the radio transmitter/receiver201 
transmits signals to or receives signals from the cash 
register 118, and may further be formed integrally with 
the radio transmitter/receiver 201 . 
[0029] The memory 203 is a storage medium for stor- 
ing, for example, programs used by the controller 202 
for control operations, data received from the cash reg- 
ister 118 and the mobile communication network 104, 
and identification data (Note: I've interchanged "data" 
and "information" throughout the Description to match 
their respective uses in the Claims.) of the cellular phone 
101, for example, the telephone number or terminal 
number of the cellular phone 1 01 , for distinguishing the 
cellular phone 101 from other cellular phones. For ex- 
ample, the UICC (UMTS, IC card) may be used as the 
memory 203, and it can be configured so that the mem- 
ory 203 is attachable to or detachable from the cellular 
phone 101. 



[0030] The controller 202 is adapted to control oper- 
ations of the radio transmitter/receiver 201, the local 
communication unit 204, and the display 205. For the 
control, the controller 202 reads system programs cre- 
ated to perform the above control from the memory 203 
and executes the programs. 

[0031] The display 205, for example, displays the in- 
formation received from the mobile communication net- 
work 104 and the cash register 118 while being control- 
led by the controller 202, and is comprised of a liquid 
crystal display, for example. 

[0032] The input unit 206 is a device with which a user 
of the cellular phone 101 inputs figures and instructions, 
and includes dial buttons for inputting dial figures for 
calling, and a decision button. The controller 202 detects 
the operations of buttons of the input unit 206. 

<2.2 Cash Register 118> 

[0033] In FIG. 2A, the cash register 118 includes a 
controller 207, a memory 208, a local communication 
unit 209, a display 210, an input unit 211 , and a commu- 
nication unit 212. 

[0034] The controller 207 is adapted to control oper- 
ations of the local communication unit 209, the display 
21 0, and the communication unit 212, and at the same 
time, based on the info rmat ion of the purchased goods 
input from the input unit 211 and by comparison with the 
data stored in the memory 208, the controller 207 cal- 
culates the sum of prices of all the purchased goods and 
displays the results on the display 21 0. The information 
of the purchased goods, for example, includes identifi- 
cation information of the goods that the purchaser de- 
sires to buy, which is obtainable from the identification 
information of the goods on sale. 
[0035] The memory 208 stores the identification infor- 
mation of the goods on sale at the shop where the cash 
register 1 1 8 is installed. The identification information of 
the goods on sale, for example, includes at least prices 
of the goods, and preferably, names of the goods. In ad- 
dition, the memory 208 also stores the information re- 
ceived from the settlement device 117 and the cellular 
phone 101. 

[0036] The local communication unit 209 corresponds 
to the local communication unit 204 of the cellular phone 
101 , and is able to communicate with the local commu- 
nication unit 204 locally via cables or a radio link. 
[0037] While being controlled by the controller 207, 
the display 210 displays the information of the pur- 
chased goods input from the input unit 211 , that is, the 
identification information of the goods on sale, the sum 
of prices of all the purchased goods calculated by the 
controller 207, and the identification data of the cellular 
phone 101. 

[0038] The input unit 211 is a device for inputting the 
information of the purchased goods (identification infor- 
mation of the goods on sale), and the identification data 
of the cellularphone 1 01 . The input unit 211 may include 
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a key board, and the store clerk and the owner of the 
cellular phone 1 01 may operate the input unit 211 . 
[0039] The communication unit 21 2 is able to commu- 
nicate with the settlement device 117 through cables, 
for example, the PSTN 111. 

[3. Purchase Procedure] 

< 3.1 Creation of List of Purchased ltems> 

[0040] The user of the cellular phone 101 selects 
goods that he desires to purchase at a shop where the 
cash register 118 is installed, and carries the goods to 
the cash register 118. Alternatively, the user of the cel- 
lular phone 1 01 may specify the desired goods, and in- 
form the store clerk that he desires to buy the goods. 
[0041] Upon that, the store clerk inputs to the cash 
register 1 18 the information of the goods desired by the 
user, which is obtainable from the identification informa- 
tion of the goods on sale. Alternatively, the store clerk 
may use a bar code reader to read the bar code printed 
on each of the goods, and the bar code data are sent to 
the controller 207. In this case, the bar code data may 
include the identification information of the goods on 
sale, and the bar code reader corresponds to the input 
unit 211. 

[0042] Next, the controller 207 reads the price data 
corresponding to the information of the purchased 
goods input from the input unit 21 1 (the identification in- 
formation of the goods on sale) from the memory 208, 
and calculates the sum of prices of the purchased 
goods. 

[0043] Below, an explanation is made of the data 
stored in the memory 208. FIG. 4 shows an example of 
a part of data stored in the memory 208. 
[0044] The upper part of FIG. 4 shows a list of items 
on sale* including the identification information, name, 
and price for each item. Preferably, other information 
such as color may also be included in the list. For ex- 
ample, in FIG. 4, corresponding to the item having iden- 
tification information 0001 , a name"clothes", and a price 
"1000 Yen" are stored. Note that it is not necessary for 
the cash register 1 1 8 to have the memory 208. For ex- 
ample, a configuration may be made in which the above 
information of the Items on sale Is included In a data 
baseband the data base may be provided at any place 
as long as the cash register 118 can access the data 
base, and read out information of items to be purchased. 
[0045] The controller 207 of the cash register 118 
reads out the prices corresponding to the information of 
the items to be purchased, which is input from the input 
unit 211. For example, the identification information 
items 0001 and 0002 are input as the data of the items 
to be purchased, and the prices 1 000 Yen and 500 Yen 
corresponding to the identification information items 
0001 and 0002 are read out by the controller 207. Then, 
the controller 207 calculates the sum (1500 Yen) of the 
prices of the two items, and further multiplies the sum 



by 1.05 to include the consumption tax. Therefore, the 
charge that the purchaser is requested to pay is 1575 
Yen, and this value is displayed on the display 210. Pref- 
erably, the name of the purchased item is also dis- 
5 played. Theri : the controller 207 stores the information 
of the purchased item in the memory 208. 
[0046] Below, an explanation is made of the data of 
the purchased items stored by the controller 207 in the 
memory 208. 

w [0047] The lower part of FIG. 4 shows a list of pur- 
chased items. Although FIG. 4 shows only one list of 
purchased items, lists of purchased items of other pur- 
chasers may also be stored in the memory 208, and it 
is desirable to preserve a region in the memory 208 for 

is this purpose. 

[0048] As illustrated in the lower part of FIG. 4, data 
of the purchased Items Include the identification infor- 
mation of the purchased items (0001 and 0002), which 
is obtained from the identification information of items 

20 on sale input to the cash register 118. Preferably, the 
name (clothes and confectionery), price (1000 Yen and 
500 Yen) and the charge (1575 Yen) of each item are 
also stored in the memory 208. 

25 <3.2 Local Path Formation> 

[0049] Next, the user of the cellular phone 1 01 , who 
confirms the information displayed on the display 210, 
informs the store clerk of the identification data of the 

30 cellular phone 1 01 , and the store clerk operates the in- 
put unit 21 1 of the cash register 118, and inputs the iden- 
tification data of the cellular phone 101 .Alternatively, the 
user may operate the input unit 211 of the cash register 
118 by himself to input the identification data of the cel- 

35 lular phone 1 01 . Note that if it is specified in advance to 
omit displaying the data, the user informs the store clerk 
of the identification data of the cellular phone 101 with- 
out confirming the display. When the identification data 
of the cellular phone 101 are input, the controller 207 

40 stores the identification data in the memory 208 as an 
element of the list of the purchased items. 
[0050] The cash register 118 uses the identification 
data of the cellular phone 101 to designate the cellular 
phone to be a target of a communication made through 

45 the local communication unit 209. This Is particularly 
useful when the BlueTooth technique is employed. Spe- 
cifically, in that case, the local communication unit 209 
transmits the identification data of the cellular phone 1 01 
by radio signals. A cellular phone, for example, the cel- 

so Jular phone 101 , which is adapted to receive the radio 
signals, receives the radio signals by using its local com- 
munication unit 204, and compares the received identi- 
fication data with its own identification data stored in the 
memory 203. When they are in agreement, the cellular 

55 phone 101 starts transmission and reception of radio 
signals with the cash register 118; when they are not in 
agreement, the cellular phone 101 does not perform the 
subsequent authentication and other processing be- 
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tween itself and the cash register 118 even when the 
cellular phone 101 receives the radio signals. 
[0051] Below, an explanation is made of the data 
stored in the memory 203 of the cellular phone 101 . FIG. 
5 shows an example of a part of the data stored in the 
memory 203. In FIG. 5, the identification data of thecel- 
Jular phone 101 for identifying the cellular phone 101 
from among other cellular phones is stored in the mem- 
ory 203 (here, they are shown to be "XXXXXX1"). 
[0052] The cash register 1 1 8 uses this identification 
data of the cellular phone 101 to designate the cellular 
phone as a target of communication made through the 
local communication unit 209. When the local commu- 
nication unit 204 and the local communication unit 209 
communicate with each other by a cable, transmission 
of the identification data of the cellular phone 101 may 
be omitted If there is only one target cellular phone that 
is connected with the cash register 118 aid communi- 
cates with the cash register 1 1 8 by a cable 
[0053] As described above, a commu mention prtth is 
formed between the local communication umi 204 and 
the local communication unit 209. In addition, it is pref- 
erable that the communication using this path be en- 
crypted, and the controller 207 and the controller 202 
be capable of encryption processing of communication. 

< 3.3 Authentication> 

[0054] Next, the user of the cellular phone 1 01 inputs 
secret information from the input unit 21 1 . Here, the se- 
cret information is data including letters, figures, or their 
combination, and may be the telephone number, device 
number, or other identification data of the cellular phone 
101 . The controller 207 stores the secret information in 
the memory 208 as an element of the data of the list of 
the purchased items. In FIG. 5, the secret information is 
shown to be M ABCDEFG*\ Further, as shown in FIG. 5, 
the secret information is stored beforehand in the mem- 
ory 203 of the cellular phone 101. 
[0055] The controller 207 detects the operation of in- 
putting the secret information, and performs authentica- 
tion of the cellular phone 1 01 by using the communica- 
tion path formed between the local communication unit 
204 and the local communication unit 209. 
[0056] For example, the controller 207 randomly se- 
lects a figure, and directs the local communication unit 
209 to transmit the random number to the local commu- 
nication unit 204 by cables or a radio link. The controller 
207 stores the random number In advance in the mem- 
pry 208 as an element of the data of the list of the pur- 
chased items. The cellular phone 101 receives the ran- 
dom number by the local communication unit 204; the 
controller 202 encrypts the random number using its 
own secret information stored in the memory 203, and 
transmits the encrypted number from the local commu- 
nication unit 204 to the local communication unit 209. 
[0057] The cash register 118 receives the encrypted 
random number by the local communication unit 209. 



Then, the controller 207 encrypts the random number 
stored in the memory 208 using the secret information 
stored in the memory 208, and compares the result with 
the received encrypted random number. If the two num- 
5 bers are in agreement, the controller 207 concludes the 
purchaser is the valid user of the cellular phone 101 , 
and enables the subsequent communication with the 
settlement device 117. If the two numbers are not in 
agreement, the controller 207 either transmits another 
10 random number to the cellular phone 101 to perform the 
authentication again, or concludes that the purchaser is 
not the valid user of the cellular phone 1 01 and the rou- 
tine is terminated, or transmits information including the 
identification data or the secret information to a not il- 
is lustrated security service center connected to the PSTN 
111 . The security service center further transmits infor- 
mation including the identification data or the secret in- 
formation to a not shown cellular phone management 
device in the mobile communication network 104. In the 
20 cellular phone management device, the valid phone 
number of the cellular phone is stored corresponding to 
the identification data or the secret information, and the 
telephone number corresponding to the received iden- 
tification data is displayed. This treatment enables con- 
25 fjrmation if the cellular phone 101 of the valid user is 
misused. Further, it is preferable that a flag be stored in 
a home location register in a mobile switching center 
within the mobile communication network 1 04 to enable 
suspension of the service forthe cellular phone 101, and 
30 authentication be rejected at the time of the position reg- 
istration. Note it is necessary to install the control unit in 
the mobile switching center for performing the above op- 
eration. 

35 < 3.4 Transmission of Purchased Items to Cellular 
; Phone 101 and Confirmation of Intent of Purchase> 

[0058] If the controller 207 of the cash register 118 
confirms that the cellular phone 101 is a valid one, the 

40 controller 207 transmits the data of the list of purchased 
items stored in the memory 208 and its own identifica- 
tion data stored separately to the cellular phone 101 
through the local communication unit 204 and the local 
communication unit 209. The identification data of a 

45 cash register may be assigned to each cash register, or 
to each shop where the cash register is installed. Below 
the identification data of the cash register 118 is repre- 
sented by P. 

[0059] The controller 202 of the cellular phone 101 , 
50 which received the data of the list of the purchase items, 
displays the list of the purchase items and the identifi- 
cation data P of the cash register 11 8 on the display 205, 
which is, for example, a liquid crystal display. If the user 
of the cellular phone 1 01 accepts purchase of the items 
55 as displayed on the display 205, he operates the input 
unit 206, for example, by stroking a decision key. Then, 
the controller 202 of the cellular phone 101 stores the 
data of the list of purchased items and the identification 
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data P into the memory 203, and transmits an acknowl- 
edgement signal to the cash register 1 1 8 through the 
local communication unit 204 and the local communica- 
tion unit 209. Here, when storing the data of the list of 
purchased items and the identification data P into the 
memory 203, it is preferable to store the time of recep- 
tion -of -the list of the purchase items, for example, the 
time when the decision key is stroked, as the time of 
acknowledgement of settlement. 
^ [0060] Further, at this time, the cellular phone 101 
"generates a transaction identification number for each 
transaction (in FIG. 5, it is "003") and appends the trans- 
action identification number to the acknowledgement 
signal, and at the same time, stores the transaction iden- 
tification number in the memory 203 as an element of 
the data of the list of the purchased items as shown in 
FIG. 5. 

[0061] The transaction identification number, for ex- 
ample, may be any number in Ihe range from 001 to 1 00, 
and a different transaction may be assigned a different 
number in a regular way. For example, for the first trans- 
action made by the cellular phone 101, the transaction 
identification number may be assigned to be 001 , and 
for the second transaction made by the cellular phono 
101, the transaction identification number may be as- 
signed to be 002, and so on. The identification number 
after 100 may be set back to 001 . Certainly, the trans- 
action identification number may also be assigned in 
any other regular way in addition to the above one. For 
example, the transaction identification number may be 
assigned to be even numbers 2, 4, 6,and so on. When 
two transactions have been performed and the list of the 
purchased items of the previous two transactions are 
stored in the memory 203 of the cellular phone 101, 
since the preceding transaction identification number is 
stored to be 002, the controller 203 increments the pre- 
ceding transaction identification number (002) by one, 
and determines to use the resultant 003 as the present 
transaction identification number. 
[0062] The controller 207 of the cash register 1 1 8 re- 
ceives the acknowledgment signal, and stores the trans- 
action identification number (here, it is B 003 M ) as an el- 
ement of the data of the list of the purchased items if the 
transaction identification number has been received, 
and starts communication with the settlement device 
117. Here, when storing the transaction identification 
number, it is preferable lo store the lime of reception of 
the acknowledgement signal in the list of the purchased 
Items as the time of confirmation of acknowledgement 
of the settlement. In addition, the time of acknowledge- 
ment of the settlement and the time of confirmation of 
acknowledgement of the settlement may be recorded in 
terms of date, or in terms of both date and time. 

[4. Determination of Purchaser] 

[0063] The controller 207 of the cash register 118 
transmits to the settlement device 1 1 7 the identification 



data P of the cash register 1 1 8, the data of the list of the 
purchased items, and the identification data (or the se- 
cret information) of the cellular phone 1 01 (preferably 
including the transaction identification data). Using the 
s identification data or the secret information, preferably 
including the transaction identification data, of the cel- 
lular phone 101, the settlement device 1 1 7 determines 
whether the purchaser is valid. 

[0064] If the purchaser is determined to be valid, the 
10 settlement device 117 sends data (validity determina- 
tion data) to the communication unit 21 2 of the cash reg- 
ister 1 18 to provide the determination result. The meth- 
od of making the determination is described below. 
[0065] When the cash register 1 1 8 receives the valid- 
15 ity determination data via the communication unit 212, 
the controller 207 displays the determination result on 
the display 210. After the store clerk observes the de- 
termination result on the display 210 to make sure pur- 
chase procedure including payment has been complet- 
20 ed, the user takes the purchased goods and leaves the 
shop. 

[0066] The above is a part of the present invention 
relating to the purchase procedure; below the opera- 
tions performed by the settlement device 117 and the 
25 cellular phone 101 are mainly described. Further, more 
descriptions are made about purchaser validity determi- 
nation with reference to FIG. 3. 

[5. Settlement] 

30 

[0067] FIG. 3 is a block diagram showing detailed 
configurations of the cellular phone 101, the mobile 
communication network 104, and the settlement device 
117. In FIG. 3, the same numeral references are used 

35 for the same components as those in FIG. 1 and FIG. 2. 
[0068] As illustrated in FIG. 3, the mobile communi- 
cation network 104 includes a base station 104-1 for 
communicating with the cellular phone 101 via a radio 
link, a base station controller 104-2 for controlling the 

40 base station 104-1 or other base stations, a mobile 
switching center 104-3 for performing switching control 
within the mobile communication network 104, and a 
gateway 1 04-4 provided between the Internet 1 04-5 and 
the mobile communication network 104. 

45 [0069] The settlement device 117 includes a settle- 
ment server 117-1, a payer bank server 117-2, a con- 
tractor bank server 1 1 7-3, and a shop bank server 1 1 7-4, 
and these servers include a controller 401 and a mem- 
ory 402, a controller403 and a memory 404, a controller 

50 405 and a memory 406, and a controller 407 and a mem- 
ory 408, respectively. In addition, although not illustrated 
in FIG. 3, each of the servers 117-1 through 117-4 also 
has a transmission and reception unit for communica- 
tion with other servers, and is controlled by the corre- 

55 sponding controller among the controllers 401 , 403, 
405, and 407. 
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< 5.1 Method of Purchaser Determination 

[0070] When determining the validity of a purchaser, 
the settlement device 117 receives from the cash regis- 
ter 11 8 the identification data P of the shop, the data of 
the list of the purchased items, and the identification da- 
-ta or the. secret information of the cellular phone 101, 
preferably including the transaction identification data 
(here, they are 003). It is noted that the identification 
data or the secret information of the cellular phone 1 01 
is stored beforehand in the memory 402 of the settle- 
ment server 117-1. 

[0071] Below, an explanation is made of the data 
stored in the memory 402 of the settlement server 11 7-1 . 
FIG. 6 shows an example of a part of data stored in the 
memory 402. As illustrated in FIG. 6, in the memory 402, 
the identification data or the secret information . of the 
cellular phone 101 is stored for identifying the cellular 
phone as a target of a settlement transaction. Specifi- 
cally, as shown in FIG. 6, since the cellular phone 101 
is the target of the present settlement transaction, the 
identification data of the cellular phone 101 are 
"XXXXXXr, or the secret information is "ABCDEFG". 
[0072] It should be noted that it is not necessary to 
provide the memory 402 inside the settlement server 
117-1 ; the memory 402 may be arranged at any place 
within the mobile communication network 1 04 provided 
that the settlement server 1 1 7-1 can access the memory 
402 through the mobile communication network 104 to 
read the data stored there when the settlement server 
117-1 is performing determination processing. 
[0073] Accordingly, when the settlement server 117-1 
receives the identification data or the secret information 
of the cellular phone 1 01 transmitted from the cash reg- 
ister 118, the controller 401 determines whether the 
identification data or the secret information of the cellu- 
lar phone 101 is stored in the memory 402. If the iden- 
tification data or the secret information of the cellular 
phone 101 is stored in the memory 402, the controller 
401 determines that the purchaser is valid, and as de- 
scribed above, the settlement device 117 sends data 
(validity determination data) to the communication unit 
21 2 of the cash register 1 1 8 to provide the determination 
result. 

[0074] On the other hand, if the controller 401 finds 
that the identification data or the secret information of 
the cellular phone 101 is not stored in the memory 402, 
the controller 401 determines that the purchaser is 
invalid, and accordingly, the settlement device 117 does 
not send the validity determination data to the commu- 
nication unit 212 of the cash register 11 8; alternatively, 
the settlement device 1 1 7 sends invalidity determination 
data to the communication unit 21 2 of the cash register 
118 to provide the determination result. 
[0075] When the controller 207 of the cash register 
118 receives the invalidity determination data via the 
communication unit 212, or does not receive any infor- 
mation from the settlement device 117, the controller 



207 displays a message on the display 2 1 0 to show that 
the present cellular phone is not that of the valid user, 
who acknowledges the settlement. 
[0076] It should be noted that, if the settlement server 
5 117-1 has received the transaction identification data 
from the cash register 118, the settlement server 117-1 
may use the transaction identification data for the deter- 
mination instead of the identification data or the secret 
information of the cellular phone 101 . Specifically, each 
10 time a purchase transaction is completed, the controller 
401 of the settlement server 117-1 stores the received 
transaction identification data, which is used in the 
transaction, in the memory 402. Further, the controller 
401 determines whether the preceding transaction iden- 
15 tification data and the present transaction identification 
data, both of which are stored in the memory 402, satisfy 
the rule described above (one-increment rule). If the ruie 
is satisfied, meaning that the cellular phone 1 01 is valid, 
the setUemenL device 11 7 sends the validity determina- 
te ti on data to the communication unit 21 2 of the cash reg- 
ister 118 to provide the determination result. If the rule 
is not satisfied, meaning that the cellular phone is 
invalid, the settlement device 117 sends the invalidity 
determination data to the communication unit 212 of the 
25 cash register 1 1 8 to provide the determination result. 
[0077] Here, since the received identification data of 
the cellular phone 101 are "XXXXXXI", the controller 
401 reads out the transaction identification data corre- 
sponding to the identification data "XXXXXXI" of the 
30 cellular phone 101 stored in the memory 402. Further, 
the preceding transaction identification number is 002, 
and the controller 401 also reads out this number. On 
the other hand, the presently received transaction iden- 
tification number is 003, that is, the preceding transac- 
ts tion identification number and the present transaction 
identification number satisfy the one-increment rule, 
therefore, the controller 401 determines that the cellular 
phone 1 01 is valid. 

[0078] If the cellular phone 1 01 is illegally duplicated, 

40 because the preceding transaction identification 
number is not stored in the memory 203 in the illegal 
cellular phone 101 , for example, the transaction identi- 
fication number n 001 B is transmitted. In this case, be- 
cause the preceding transaction identification number 

45 of 002 is stored in the memory 402 of the settlement 
server 117-1, and thus the presently received transac- 
tion identification number (001) is less than the preced- 
ing transaction identification number (002) by one, the 
controller 401 of the settlement server 11 7-1 determines 

50 that the change of the transaction identification data 
does not satisfy the specified rule, and the cellular 
phone concerned is not the valid cellular phone 101, 
which is the valid target of the settlement transaction. 
[0079] In this way, information of the previous trans- 

55 actions is stored in both the cellular phone 101 and the 
settlement server 117-1, and this enables higher au- 
thentication security of cellular phones. 
[0080] Moreover, for the determination, additional 
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conditions may be used together with the single condi- 
tion described above, for example, whether the balance 
of a bank account of the user of the cellular phone 1 01 
corresponding to the received identification information 
is less than the requested amount of money. 

- < 5.2 Settlement 

[0081] As described above, the controller 401 of the 
settlement server 11 7-1 determines whether the cellular 
phone 101 is the valid target of the settlement transac- 
tion, and when the controller 401 determines the cellular 
phone 101 is the target cellular phone with which the 
settlement transaction is acknowledged, in correspond- 
ence with the identification data of the cellular phone 
101 (here, they are XXXXXX1), the controller 401 stores 
the transaction Identification information (here, it is 003), 
the identification^ data P of the cash register 118, the re- 
ceived data of the lisl of the purchased goods (simply 
described as XXXXXX in FIG. 6, but the same as that 
shown in FIG. 4 and FIG. 5), and the time of reception 
of the data of the purchased goods list into the memory 
402. 

[0082] Then, the controller 401 of the settlement serv- 
er 117-1 controls a not-illustrated transmitter to transmit 
to the contractor bank server 1 1 7-3 a settlement request 
signal including the identification data of the cellular 
phone 1 01 , the identification data P of the cash register 
118, and the requested charge in the data of the pur- 
chased goods list. The contractor bank server 117-3 re- 
ceives the settlement request signal, and the controller 
405 of the contractor bank server 117-3 extracts the 
identification data of the cellular phone 101 , the identi- 
fication data P of the cash register 118, and the request- 
ed charge included in the settlement request signal. Fur- 
ther, the controller 405 transfers an amount of money 
. equaling the requested charge (or that after subtracting 
the fee for service) from a deposit account (the first ac- 
count), information of which is stored in the memory 406 
corresponding to the identification data of the cellular 
phone 101 , of the user of the cellular phone 101 , to a 
deposit account (the second account) of the shop cor- 
responding to the identification data of the cash register 

118. : 

[0083] For the above process, the controller 405 
reads out the correspondence relation between the 
identification data of the cash register 118 and the de- 
posit account is stored in the memory 402 of the settle- 
ment server 117-1 and the memory 406 of the contractor 
bank server 1 1 7-3. At the same time, the controller 405 
may also transfer the fee for service from the deposit 
account (the first account) of the user of the cellular 
. phone 101, or the deposit account (the second account) 
of the shop, to the deposit account of a manager of the 
settlement server 117-1. 

[0084] . After the above process is completed, the con- 
troller 403 of the payer bank server 117-2 operates to 
send a settlement completion signal, which includes the 



transaction identification data, to the settlement server 
117-1. 

[0085] In addition, the settlement server 117-1 may di- 
rectly send a transfer request signal to the contractor 

5 bank server 117-3 to perform the transfer mentioned 
above without passing through the payer bank server 
1 1 7-2. When the contractor bank server 11 7-3 receives 
the transfer request signal, the controller 405 transfers 
the requested charge to the deposit account of the shop . 

10 It is preferable that the transfer request signal include 
the identification data of the shop, the requested amount 
of money, and identification data of the cellular phone 
101. 

[0086] When the settlement server 1 1 7-1 receives the 
is settlement completion signal, the controller 401 directs 
the writing of data to the memory 402 to set the settle- 
ment completion flag to one. When the settlement com- 
pletion flag is set, it is preferable that the time (or the 
date as well) be stored in correspondence with the set- 
tlement completion flag. 

< 5.3 Settlement Report> 

[0087] When the settlement completion flag is set to 
one, the controller 401 of the settlement server 117-1 
uses the identification data of the cellular phone 1 01 as 
an address, or the controller 401 reads from the memory 
402 an email address of the cellular phone 1 01 , which 
is stored in correspondence with the identification data 
of the cellular phone 1 01 and uses the email address as 
an address, and sends an email containing a settlement 
report to the cellular phone 101 through the Internet 
104-5, the gateway 104-4, the mobile switching center 
104-3, the base station controller 104-2, and the base 
station 104-1. For example, the settlement report in- 
cludes the transaction identification data (here, it is 
003), the identification data P of the cash register 118, 
and data of the list of the purchased items (described 
as ///s/7 here), and the amount of the money trans- 
ferred from the deposit account of the user to the ac- 
count of the shop. 

[0088] The controller 202 of the cellular phone 101 re- 
ceives the settlement report by the radio transmitter and 
receiver 201, and stores the content of the settlement 
report and the time of receiving the report in the memory 
203, and displays them on the display 205. At the same 
time, the controller 202 may also display, on the display 
205, the data of the list of the purchased items, the trans- 
action identification data (including the relevant record- 
ed time information), and the identification data P of the 
cash register 118, which have been stored in the mem- 
ory 203 already. Alternatively, the controller 202 com- 
pares the data of the list of the purchased items, the 
transaction identification data (including the relevant re- 
corded time information), and the identification data P 
of the cash register 118 in the settlement report with 
those already stored in the memory 203, and only dis- 
plays the differing parts in the received settlement report 
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in a way the user can understand. For example, differing 
parts are shown in red, and the others are in black. 
[0089] The user of the cellular phone 101 observes 
the information on the display 205, and from the infor- 
mation on the display 205, the user is able to determine 
whetheMhe settlement is appropriately made. For ex- 
ample, the controller 202 may display a message like 
n ls the settlement OK ? n on the display 205 to request 
the user of the cellular phone 101 to acknowledge the 
settlement, and in response to that, the user may oper- 
ate the input unit 206 to show agreement. Then the con- 
troller 202 controls the radio transmitter and receiver 
201 to transmit a settlement report acknowledgement 
signal including the identification data of the cellular 
phone 101 and the transaction identification data to the 
settlement server 1 1 7-1 via the base station 1 04-1 and 
others, tn addition, the controller 202 also stores the 
time of the operation of showing agreement in the mem- 
ory 203 as the lime of selllement report acknowledge- 
ment. 

[0090] The settlement server 117-1 receives the set- 
tlement report acknowledgement signal via the Internet 
104-5, the gateway 104-4, the mobile switching center 
104-3, the base station controller 104-2, and the base 
station 104-1, and sets the settlement acknowledge- 
ment flag to one if the received identification information 
of the cellular phone 1 01 and the transaction identifica- 
tion data are in agreement with those stored in the mem- 
ory 402. Preferably, the time of receiving the settlement 
acknowledgement signal is also stored in the memory 
402 in response to the settlement acknowledgement 
flag. 

[0091] On the other hand, if there is a discrepancy in 
the charge, and the user of the cellular phone 101 op- 
erates the input unit 206 to refuse acknowledgement of 
the settlement, the controller 202 of the cellular phone 
101 controls the radio transmitter and receiver 201 to 
transmit a settlement report refusal signal to the settle- 
ment server 117-1 . The controller 401 of the settlement 
server 117-1 receives the settlement report refusal sig- 
nal, and outputs the identification data of the cellular 
phone 101 and the transaction identification data to a 
not illustrated printer or. a display, and outputs a signal 
indicating the refusal of acknowledgement of the settle- 
ment by the user. Upon receiving the refusal signal, the 
manager of the settlement server 1 1 7-1 may check the 
details of the transaction and find any problems. As de- 
scribed above, the manager of the settlement server 
117-1 may send the identification data or the secret in- 
formation of the cellular phone 101 to the security serv- 
ice center. 

[0092] In the embodiment described above, it is pref- 
erable that the controller 401 of the settlement server 
1 1 7-1 be adapted to detect any abnormality with refer- 
ence to the time of reception , the flag of settlement com- 
pletion, and the flag of settlement acknowledgement 
stored in the memory 402, and output the identification 
data of the cash register 118 and the transaction iden- 



tification data of the transaction with abnormality to a 
not illustrated printer. As the method of detecting the ab- 
normality, the following cases may be regarded as ab- 
normal. For example, either the flag of settlement com- 

5 pletion or the flag of settlement acknowledgement has 
not been set, yet, although presently a specified length 
of time has elapsed from the time of reception; or the 
flag of settlement acknowledgement has not been set, 
yet, although presently a specified length of time has 

10 elapsed from the time when the flag of settlement com- 
pletion is set. 

[0093] Further, in the cellular phone 101, when a 
specified length of time has elapsed so far from the time 
of receiving the settlement report, which is stored in the 
15 memory 203, the controller 202 may display on the dis- 
play 205 the fact that the acknowledgement of the set- 
tlement report has not been made. 
[0094] In the present embodiment, the settlement 
server 117-1 has a transmitter and a receiver for trans- 
it* mitting signals to or receiving signals from the cellular 
phone 1 01 , and a transmitter and a receiver for trans- 
mitting signals to or receiving signals from the cash reg- 
ister 118, and the settlement server 117-1 communi- 
cates with the cellular phone 1 01 and the cash register 
25 1 18 with the transmitters and receivers, although the de- 
tailed configurations of the transmitters and the receiv- 
ers are not described. 

Second Embodiment 

30 

[0095] The present embodiment relates to a modifi- 
cation to the step <3.3>, that is, the authentication in the 
purchase procedure as described in the first embodi- 
ment. 

35 [0096] After the controller 207 of the cash register 118 
stores the data of the list of the purchased items in the 
memory 208, the user of the cellular phone 101 or the 
store clerk operates the input unit 211 of the cash reg- 
ister 118 to input the identification data or the secret in- 

40 formation of the cellular phone 1 01 . The controller 207 
of the cash register 118 transmits the identification data 
or the secret information of the cellular phone 1 01 to the 
cellular phone 101 using the local communication unit 
209. When the controller 203 of the cellular phone 101 

45 receives the identification data or the secret information 
of the cellular phone 101 using the local communication 
unit 204, the controller 203 compares the received data 
with the identification data or the secret information of 
the cellular phone 101 stored in the memory 203. If they 

50 are in agreement, the controller 203 transfer a signal to 
the cash register 118 through the local communication 
unit 204 to indicate the agreement of the data. The con- 
troller 207 of the cash register 118 receives the signal 
with the local communication unit 209, then ends au- 

55 thenticating the cellular phone 1 01 , and then concludes 
that the cellular phone 101 is valid. After that, the con- 
troller 207 transmits the purchased items to the cellular 
phone 101 and makes confirmation about the intent of 
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purchase of the purchaser (the step 3.3 in the first em- 
bodiment), and other routines subsequent to this. 
[0097] If the controller 207 of the cash register 118 
does not receive the signal for indicating the agreement 
of the data, the controller 207 may end the authentica- 5 
tion of the cellular phone 101 , as described in the step 
<3:3> in the first embodiment, or transmit the identifica- 
tion data or the secret information of the cellular phone 
1 01 to the security service center, and the security serv- 
ice center does the same things as mentioned above. 10 

Third Embodiment 

[0098] With the previous embodiments, there exists a 
possibility that a person who illegally becomes aware of *5 
the Identification data or the secret information of the 
cellular phone 101 operates the cash register 118 and 
makes illegal settlements. 

[0099] In other words, the person who illegally be- 
comes aware of the identification data or the secret in- 20 
formation of the cellular phone 101 operates the input 
unit 211 , inputs the data of the purchased items and the 
identification data or the secret information of the cellu- 
lar phone 101, creates an illegal list of the purchased 
items, stores the data of the list in the memory 208 in 25 
correspondence with the identification data of the cellu- 
lar phone 1 01 , and further goes through the procedures 
subsequent to the settlement step (the step <5.2>) in 
the first embodiment, and makes illegal settlements. 
[0100] In order to prevent the above problem, in the 30 
present embodiment, which is a modification to the first 
embodiment, even when it is determined that the pur- 
chaser is valid, additional routines as described below 
are executed before the settlement step (the step 
<5.2>). Below is a detailed explanation. 35 
[0101] Afterthecontroller401 of the settlement server 
117-1 stores the data received from the cash register 
1 1 8 in the memory 208, that is, the identification data or 
the secret information of the cellular phone 101, the 
identification data P of the cash register- 11 8, time of re- 40 
ceiving the data of the list of purchased items (prefera- 
bly, including the, transaction identification data) and the 
like, the controller 401 directs the waiting for reception 
of a settlement request report from the cellular phone 
101. In other words, the controller 202 of the cellular 45 
phone 101, in response to operations of the input unit 
206 by the user, displays the data of the list -of the pur- 
chased items stored in the memory 203, the time of the 
settlement acknowledgement, the identification data of 
the cash register 11 8 and.the like to the display 205. For so 
example, if the user of the cellular phone 101 acknowl- 
edges the settlement according to the displayed infor- 
mation, the user makes specified operations on the in- 
put unit 206. Therefore, from the memory 203, the con- 
troller 202 of the cellular phone 1 01 reads out the data 55 
of the list of the purchased items, the time of the settle- 
ment acknowledgement, the identification data of the 
cash register 118, and the identification data or the se- 



cret information of the cellular phone 101 (preferably, 
including the transaction identification data), and trans- 
mits the settlement request signal to the settlement 
server 1 1 7-1 via the Internet 1 04-5, the gateway 1 04-4, 
the mobile switching center 1 04-3, the base station con- 
troller 104-2, and the base station 1 04-1 . 
[01 02] The settlement server 117-1 receives the set- 
tlement request signal, and compares the data in this 
signal with those received from the cash register 118 
and stored in the memory 402 to check agreement of 
them. Preferably, if the settlement server 117-1 deter- 
mines that they are in perfect agreement, then the set- 
tlement step (the step <5.2> in the first embodiment) and 
the steps subsequent to this are executed, otherwise, 
the settlement step and the other steps are not execut- 
ed. 

[0103] In the present embodiment, when a specified 
length of time has elapsed from the time of the settle- 
ment request, preferably, the controller 202 of the cellu- 
lar phone 101 displays a message on the display 205 
prompting the user to perform the operation of transmit- 
ting the settlement request signal. In addition, if the op- 
eration of transmitting the settlement request signal has 
not been made even after a specified length of time has 
elapsed from the time of the settlement request, prefer- 
ably, the controller 202 may control the cellular phone 
101 so that the purchase procedure and the settlement 
routine are not performed. 

[0104] Similarly, on the side of the settlement server 
117-1 , if the settlement request signal has not been re- 
ceived even after a specified length of time has elapsed 
from the time of receiving the data of the list of the pur- 
chased items transmitted from the cash register 118 and 
stored in the memory 402, preferably, the controller 401 
controls the settlement server 1 1 7-1 so that settlements 
for the cellular phone, which cellular phone declares the 
same identification information as that of the cellular 
phone 101, will not be processed hereinafter. 

Fourth Embodiment 

[0105] In the third embodiment, because the settle- 
ment server 117-1 may not transfer money to a shop 
while the settlement server 117-1 is in the process of 
comparing the data in the settlement request signal and 
the data received from the cash register 118 and stored 
in the memory 402, and determining whether they are 
in agreement if the user of the cellular phone 1 01 does 
not transmit the settlement request signal for a quite 
long time, the settlement will be delayed. Therefore, in 
the present embodiment, a modification is made to the 
first embodiment, and an additional routine is executed 
after the step of authentication (step <5.1>) in the . first 
embodiment. 

[0106] When the controller 401 of the settlement serv- 
er 117-1 consequently determines that the cellular 
phone that acknowledges the settlement is the valid tar- 
get of the settlement transaction, in correspondence 
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with the identification data (here, they are °XXXXXX1 U ) 
of the cellular phone 101 f the controller 401 stores the 
transaction identification data (here, they are 001), the 
identification data P of the cash register 118, and the 
received data of the list of purchased items (simply de- 
scribed as XXXXXX in FIG. 6, but the same as that 
shown in FIG, 4 and FIG. 5) in the memory 402. 
[0107] Then, the controller 401 of the settlement serv- 
er 1 1 7-1 controls a not- illustrated transmitter to transmit 
to the buyer bank server 117-2 a shop settlement re- 
quest signal including the identification data of the cel- 
lular phone 101 , the identification data P of the cash reg- 
ister 118, and the requested charge in the data of the 
purchased goods list. The buyer bank server 117-2 re- 
ceives the shop settlement request signal, and the con- 
troller 403 of the buyer bank server 117-2 extracts the 
identification data of the cellular phone 101, the identi- 
fication data P of the cash register 1 1 8, and the request- 
ed charge included in the shop settlement request sig- 
nal. Further, the controller 403 transfers an amount of 
money equaling to the requested charge from a speci- 
fied account, information of which is stored in the mem- 
ory 404, of the manager of the settlement server 1 1 7-1 , 
to a deposit account of the shop corresponding to the 
identification data of the cash register 118. 
[0108] Afterthe above process is completed, the con- 
troller 403 of the payer bank server 117-2 operates to 
send a shop settlement completion signal, which in- 
cludes the transaction identification data, to the settle- 
ment server 117-1. 

[0109] When the settlement server 1 1 7-1 receives the 
shop settlement completion signal, the controller 401 di- 
rects the writing of data to the memory 402 to set the 
shop settlement completion flag to one. When the shop 
settlement completion flag is set, it is preferable that the 
time (or the date as well) be stored in correspondence 
with the shop settlement completion flag. 
[0110] Then, the controller 401 of the settlement serv- 
er 11 7-1 directs the waiting for reception of a settlement 
request report from the cellular phone 1 01 . \ 
[01 1 1 ] In other words, the controller 202 of the cellular 
phone 101 , in response to operations of the input unit 
206 by the user, displays the data of the list of the pur- 
chased items stored in the memory 203, the time of the 
settlement acknowledgement, the identification data of 
the cash register 118 and the like on the display 205. 
For example, if the user of the cellular phone 101 ac- 
knowledges the settlement according to the displayed 
information, the user performs specified operations on 
the input unit 206. Therefore, from the memory 203, the 
controller 202 of the cellular phone 1 01 reads out the 
data of the list of the purchased items, the time of the 
settlement acknowledgement, the identification data of 
the cash register 118, and the identification data or the 
secret information of the cellular phone 1 01 (preferably, 
including the transaction identification data), and trans- 
mits the settlement request signal to the settlement 
server 1 1 7-1 via the Internet 1 04-5, the gateway 1 04-4, 



the mobile switching center 1 04-3, the base station con- 
troller 104-2, and the base station 104-1 . 
[01 1 2] The settlement server 117-1 receives the set- 
tlement request signal, and compares the data in this 
5 signal with those received from the cash register 118 . 
and stored in the memory 402 to check agreement of 
them. If the settlement server 1 1 7-1 determines that the 
data in comparison are in perfect agreement, the con- 
troller 401 of the settlement server 1 1 7^-1 controls a not- 

10 illustrated transmitterto transmit to the buyerbank serv- 
er 1 1 7-2 a contractor settlement request signal including 
the identification data of the cellular phone 101, and the 
requested charge in the data of the purchased goods 
list stored in the memory 402. The buyer bank server 

is 1 1 7-2 receives the contractor settlement request signal, 
and the controller 403 of the buyer bank server 117-2 
extracts the. identification data of the cellular phone 1 01 
and the requested charge included in the contractor set- 
tlement request signal. Further, the controller 403 re- 

2° quests the contractor bank server 117-3 to transfer an 
amount of money equaling the requested charge from 
a deposit account, whose information is stored in the 
memory 404 in correspondence with the identification 
data of the cellular phone 1 01 , of the user of the cellular 

25 phone 101 , to a deposit account, whose information is 
stored in the memory 404 of the buyer bank server 
1 1 7-4, of the manager of the settlement server 1 1 7-1 . 
[0113] After the above process is completed, the con- 
troller 403 of the payer bank server 117-2 operates to 

30 send a contractor settlement completion signal includ- 
ing the transaction identification data to the settlement 
server 117-1 . 

[0114] When the controller 401 of the settlement serv- 
er 117-1 receives the contractor settlement completion 

35 signal, the controller 401 controls to write data to the 
memory 402 to set the contractor settlement completion 
flag to one. When the contractor settlement completion 
flag is set to one, it is preferable that the time (or the 
date as well) be stored in correspondence with the con- 

40 tractor settlement completion flag. 

[0115] Then , if both of the shop settlement completion 
flag and the contractor settlement completion flag are 
set to one, the controller 401 sets the corresponding set- 
. tlement completion flag to one. 

45 [0116] In FIG. 6, although it is not illustrated how the 
shop settlement completion flag and the contractor set- 
tlement completion flag are stored in the memory 402, 
as an example, they may be stored corresponding to 
each transaction. 

so 

Frfth Embodiment 

[0117] The present embodiment is a modification to 
the first embodiment, wherein the order of the step of 
55 creating the list of the purchased items (step <3 . 1 >) and 
the step of forming the local path (step <3.2>) is 
changed. 

[0118] The user of the cellular phone 1 01 informs the 
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store clerk of the identification data of the cellular phone 
1 01 , and the store clerk operates the input unit 211 of 
the cash register 118, and inputs the identification data 
of the cellular phone 1 01 . Alternatively, the user of the 
cellular phone 101 may operate the input unit 211 of the 
cash register 118 by himself to input the identification 
data of the cellular phone 101 . When the identification 
data of the cellular phone 101 are input, the controller 
207 stores the identification data in the memory 208 as 
an element of the list of the purchased items. 
[01 19] The cash register 118 uses the identification 
data of the cellular phone 1 01 to determine the cellular 
phone to be a target of communication made through 
the locaJ communication unit 209. This is particularly 
useful when the BlueTooth technique is employed. Spe- 
cifically, in that case, the local communication unit 209 
transmits the identification data of the cellular phone 1 01 
by radio signals. A cellular phone, for example, the cel- 
lular phone 101; which Is adapted to receive the radio 
signals, receives the radio signals by using its local com- 
munication unit 204, and compares the received identi- 
fication data with its own identification data stored in the 
memory 203. When they are in agreement, the cellular 
phone 101 starts transmission and reception of radio 
signals with the cash register 118; when they are not in 
agreement, the cellular phone 1 01 does not perform the 
subsequent authentication and other processing even if 
the cellular phone 1 01 receives the radio signals. 
[0120] The cash register 118 uses this identification 
data of the cellular phone 101 to determine the cellular 
phone as a target of communication made through the 
local communication unit 209. When the local commu- 
nication unit 204 and the local communication unit 209 
communicate with each other by a cable, transmission 
of the identification data of the cellular phone 101 may 
be omitted if there is only one target cellular phone that 
is connected with the cash register 118 and communi- 
cates with the cash register 11 8 by a cable. 
[0121] As described above, a communication path is 
formed between the local communication unit 204 and 
the local communication unit 209. In addition, it is pref- 
erable that the communication using this path be en- 
crypted, arid the controller 207 and the controller 202 
be capable of encryption processing of communication. 
[01 22] Then, the store clerk inputs to the cash register 
118 the information of the goods desired by the user, 
which is obtainable from the identification information of 
the goods on sale. Alternatively, the store clerk may use 
„a bar code reader to read the bar code printed on each 
item of goods, and the bar code data are sent to the 
controller 207. In this case, the bar code data may in- 
clude the identification information of the goods on sale, 
and the bar code reader corresponds to the input unit 
.211. 

[0123] Next, the controller 207 reads the price data 
corresponding to the information of the purchased 
goods input from the input unit 21 1 (the identification in- 
formation of the goods on sale) from the memory 208, 
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and calculates the sum of prices of the purchased 
goods. 

[0124] The controller 207 of the cash register 118 
reads out the prices corresponding to the information of 
5 the items to be purchased, which is input from the input 
unit 211. For example, the identification information 
items 0001 and 0002 are input as the data of the items 
to be purchased, and the prices 1000 Yen and 500 Yen 
corresponding to the identification information items 

10 0001 and 0002 are read out by the controller207. Then, 
the controller 207 calculates the sum (1 500 Yen) of the 
prices of the two items, and further multiplies the sum 
by 1.05 to include the consumption tax. Therefore, the 
charge that the purchaser is requested to pay is 1575 

is Yen, and this value is displayed on the display 21 0. Pref- 
erably, the names of the purchased items are also dis- 
played. Then s the controller 207 stores the information 
of the purchased items in the memory 208 in corre- 
spondence with the identification data of the cellular 

20 phone 1 01 . 

[0125] The subsequent processing is the same as 
that described in the first embodiment. 
[0126] While the invention has been described with 
reference to preferred embodiments; the invention is not 

25 limited to these embodiments, but numerous modifica- 
tions could be made thereto without departing from the 
basic concept and scope described in the claims. 

INDUSTRY APPLICABILITY 

30 

[0127] According to the present invention, it is possi- 
ble to provide an electronic money settlement method 
using a mobile communication terminal enabling a pur- 
chaser to confirm, from his mobile terminal at any de- 

35 sired time and any desired place and in near-real time, 
whether the payment is made safely for the exact goods 
he ordered or the exact service he requested. In addi- 
tion, it is possible to provide an electronic money settle- 
ment method using a mobile communication terminal 

40 enabling detection of misuse of the purchaser's data if 
the purchaser's data are misused. 
[0128] On the other hand, it is possible to provide an 
electronic money settlement method using a mobile 
communication terminal enabling safe authentication of 

45 the purchaser In a short time interval at shops, thus en- 
abling safe charging at shops In a short time interval. 
[0129] Furthermore, it is possible to provide an elec- 
tronic money settlement method using a mobile commu- 
nication terminal enabling safe data exchange because 

so authentication and encryption are performed in data 
communication between the mobile communication ter- 
minal and the cash register and the settlement server. 

55 Claims 

1. A settlement system, comprising: 
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a mobile communication terminal connectable 
with a mobile communication network; 
a settlement input device configured to output 
data of a charge based on input data of pur- 
chased items; and 5 
a settlement device able to communicate with 
the mobile communication terminal and the set- 
tlement input device through the mobile com- 
munication network, and able to transfer money 
from a first account to a second account, w 

wherein 

the settlement input device comprises: 

15 

a first transmission unit configured to trans- 
mit the data of the charge to the mobile 3. 
communication terminal; and 
a second transmission unit configured to 
transmit the data of the charge, identifica- 20 
tion data of the mobile communication ter- 
minal, and identification data of the settle- 
ment input device to the settlement device; 
the settlement device comprises: 

25 

a control u n rt conf igu red to transfer an 
amount of money determined by the 
data of the charge from the first ac- 
count determined by the identification 
data of the mobile communication ter- 30 
minal received from the settlement in- 
put device to the second account de- 
termined by the identification data of 
the settlement input device; and 
a transmission unit configured to 35 
transmit the data of the amount of the 
transferred money to the mobile com- 
munication terminal through the mo- 
bile communication network; and 
the mobile communication terminal 40 
comprises: 4. 

a first reception unit configured to 
receive the data of the charge 
from the settlement input device; 45 
a second reception unit config- 
ured to receive the data of the 
amount of the transferred money 
from the settlement device; and 
a display configured to display the so 
data of the charge and the data of 
the amount of the transferred 
money. 

A mobile communication terminal connectable with 55 
a mobile communication network and able to com- 
municate with a settlement input device for output- 
ting data of a charge based on input data of pur- 



chased items and a settlement device able to trans- 
fer money from a first account to a second account 
through the mobile communication network, the 
mobile communication terminal comprising: 

a first reception unit configured to receive the 
data of the charge from the settlement input de- 
vice; 

a second reception unit configured to receive 
the data of the amount of the transferred money 
from the settlement device through the mobile 
communication network; and 
a display configured to display the data of the 
charge and the data of the amount of the trans- 
ferred money. 

A mobile communication terminal configured to 
communicate with a settlement input device for out- 
putting data of a charge based on input data of pur- 
chased items, and a settlement device configured 
to receive identification data of a purchase transac- 
tion from the settlement input device, and to transfer 
money from a first account to a second account 
when the received identification data of the pur- 
chase transaction satisfies a predetermined rule 
relative to stored identification data of a previous 
purchase transaction, the mobile communication 
terminal comprising: 

a reception unit configured to receive the data 
of the charge from the settlement input device; 
a control unit configured to generate the iden- 
tification data for the purchase transaction, the 
identification data varying with different pur- 
chase transactions according to the predeter- 
mined rule; and 

a transmission unit configured to transmit the 
identification data of the purchase transaction 
to the settlement input device. 

A settlement input device configured to communi- 
cate with a mobile communication terminal con- 
nectable with a mobile communication network and 
a settlement device configured to transfer money 
from a first account to a second account, the settle- 
ment Input device comprising: 

an input unit configured to input data of pur- 
chased items and identification data of the mo- 
bile communication terminal; 
a first transmission unit configured to generate 
data of a charge based on the input data of the 
purchased items, and transmit the data of the 
charge to the mobile communication terminal; 
and 

a second transmission unit configured to trans- 
mit the data of the charge, the identification da- 
ta of the mobile communication terminal, and 
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identification data of the settlement input de- 
vice to the settlement device. 

5. A settlement input device configured to communi- 
cate with a mobile communication terminal con- 5 
nectable with a mobile communication network and 
a settlement device configured to transfer money 
from a first account to a second account, to receive 
identification data of a purchase transaction and de- 
termine whether the received identification data of 10 
the purchase transaction satisfy a predetermined 
rule relative to stored identification data of a previ- 
ous purchase transaction, and to transmit a deter- 
mination result, the settlement input device com- 
prising: f5 

an input unit configured to input data of pur- 
chased items and identification data of the mo- 
bile communication terminal; . 
a first transmission unit configured to generate 20 
data of a charge based on the input data of the 
purchased items, and transmit the data of the 
charge to the mobile communication terminal 
a first reception unit configured to receive the 
identification data of the purchase transaction 25 
from the mobile communication terminal, the 
identification data varying with different pur- 
chase transactions; 

a second transmission unit configured to trans- 
mit the data of the charge, the identification da- 30 
ta of the mobile communication terminal., iden- 
tification data of the settlement input device, 
and the identification data of the purchase 
transaction to the settlement device; 
a second reception unit configured to receive a 35 
determination result for the identification data 
of the purchase transaction; and 
a display for displaying the determination re- 
sult. 

40 

A settlement device configured to communicate 
with a mobile communication terminal connectable 
with a mobile communication network and a settle- 
merit input device configured to output data of a 
■ charge based on input data of purchased Items and 45 
to transmit the data of the charge, identification data 
of the mobile communication terminal, and identifi- 
cation data of the settlement input device, and said 
settlement device being able to transfer money from 
a first account to a second account; the settlement so 
device comprising: 

a reception unit configured to receive from the 
settlement input device the data of the charge, 
the identification data of the mobile communi- 55 
cation terminal, and the identification data of 
the settlement input device; 
a control unit configured to transfer an amount 



of money determined by the data of the charge 
from the first account determined by the identi- 
fication data of the mobile communication ter- 
minal received from the settlement input device 
to the second account determined by the iden- 
tification data of the settlement input device; 
and 

a transmission unit configured to transmit the 
data of the amount of the transferred money to 
the mobile communication terminal through the 
mobile communication network. 

7. A settlement device configured to communicate 
with a mobile communication terminal connectable 
with a mobile communication network and a settle- 
ment input device configured to output data of a 
charge based on input data of purchased items, and 
to transmit the data of the charge, identification data 
of the mobile communication terminal, identification 
data of the settlement input device, and identifica- 
tion data of a purchase transaction received from 
the mobile communication terminal and varying 
with different purchase transactions, and said set- 
tlement device being able to transfer money from a 
first account to a second account; the settlement 
device comprising: 

a reception unit configured to receive the data 
of the charge, the identification data of the mo- 
bile communication terminal, the identification 
data of the settlement input device, and the 
identification data of the purchase transaction 
from the settlement input device; 
a storage unit configured to store at least iden- 
tification data of a previous purchase transac- 
tion made by the mobile communication termi- 
nal; and 

a control unit configured to transfer an amount 
of money determined by the data of the charge 
from the first account determined by the identi- 
fication data of the mobile communication ter- 
minal to the second account determined by the 
identification data of the settlement input de- 
vice, when it is determined, based on the iden- 
tification data of the previous purchase trans- 
action, that the identification data of the pur- 
chase transaction received from the settlement 
input device satisfies a predetermined rule. 

8. The settlement device as claimed in claim 7, further 
comprising a transmission unit configured to trans- 
mit the determination result to the settlement input 
device. 

9. A settlement system, comprising: 

a mobile communication terminal connectable 
with a mobile communication network; 
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a settlement input device configured to output 
data of a charge based on input data of pur- 
chased items; and 

a settlement device able to communicate with 
the mobile communication terminal and the set- 5 
tlement input device through the mobile com- 
munication network, and able to transfer money 
from a first account to a second account, 

wherein 10 

the settlement input device comprises: 

a first transmission unit configured to trans- 
mit the data of the charge to the mobile 15 
communication terminal; and 
a second transmission unit configured to 
transmit the data of the charge, identifica- 
tion data of the mobile communication ter- 
minal, and identification data of the settle- zo 
ment input device to the settlement device; 
the mobile communication terminal com- 
prises: 

a reception unit configured to receive 25 
the data of the charge from the settle- 
ment input device; 

a transmission unit configured to 
transmit the received data of the 
charge to the settlement device so 
through the mobile communication 
network; and 

the settlement device comprises: 

a control unit configured to com- 35 
pare the data of the charge from 
the settlement input device and 
the data of the charge from the 
mobile communication terminal, 
and transfer an amount of money 40 
determined by the data of the 
charge from the first account de- 
termined by the identification data 
of the mobile communication ter- 
minal received from the settle- *s 
ment input device to the second 
account determined by the identi- 
fication data of the settlement in- 
put device at least when the data 
of the charge from the settlement so 
input device and the data of the 
charge from the mobile communi- 
cation terminal are in agreement. 



10. A mobile communication terminal configured to 55 
communicate with a settlement input device for out- 
putting data of a charge based on input data of pur- 
chased items and a settlement device able to trans- 



fer money from a first account to a second account 
when receiving the data of the charge from the mo- 
bile communication terminal in agreement with the 
data of the charge from the settlement input device, 
the mobile communication terminal comprising: 

a reception unit configured to receive the data 
of the charge from the settlement input device; 
an input unit; and 

a transmission unit configured to transmit the 
received data of the charge to the settlement 
device through a mobile communication net- 
work in response to the input data from the input 
unit. 

11. The mobile communication terminal as claimed in 
claim 1 0, further comprising a display that displays 
a message indicating that the data of the charge 
have not been transmitted by the transmission unit 
when transmission of the data of the charge is not 
performed even after a predetermined time period 
elapses from the time when the reception unit re- 
ceives the data of the charge. 

12. A settlement device configured to communicate 
with a mobile communication terminal connectable 
with a mobile communication network and a settle- 
ment input device configured to output data of a 
charge based on input data of purchased items, and 
said settlement device being able to transfer money 
from a first account to a second account; the settle- 
ment device comprising: 

a reception unit configured to receive the data 
of the charge, identification data of the mobile 
communication terminal, and identification data 
of the settlement input device from the settle- 
ment input device, and receive the data of the 
charge from the mobile communication termi- 
nal; and 

a control unit configured to compare the data 
of the charge from the settlement input device 
and the data of the charge from the mobile com- 
munication terminal, and transfer an amount of 
money determined by the data of the charge 
from the first account determined by the identi- 
fication data of the mobile communication ter- 
minal received from the settlement input device 
to the second account determined by the iden- 
tification data of the settlement input device at 
least when the data of the charge from the set- 
tlement input device and the data of the charge 
from the mobile communication terminal are in 
agreement. 

13. The settlement device terminal as claimed in claim 
12, further comprising a transmission unit config- 
ured to transmit data of an amount of the transferred 
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money to the mobile communication terminal 
through the mobile communication network. 

14. A settlement system, comprising: 

5 

a mobile communication terminal connectable 
with a mobile communication network; 
a settlement input device configured to output 
data of a charge based on input data of pur- 
chased items; and 10 
a settlement device able to communicate with 
the mobile communication terminal and the set- 
tlement input devbe through the mobile com- 
munication network, and able to transfer money 
from a first account to a second account, is 

wherein 

the settlement input device comprises: 

20 

a first transmission unit configured to trans- 
mit the data of the charge to the mobile 
communication terminal; and 
a second transmission unit configured to 
transmit the data of the charge, identifica- 25 
tion data of the mobile communication ter- 
minal, and identification data of the settle- 
ment input device to the settlement device; 
the mobile communication terminal com- 
prises: 30 

a reception unit configured to receive 
the data of the charge from the settle- 
ment input device; 

a transmission unit configured to 35 
transmit the received data of the 
charge to the settlement device 
through the mobile communication 
network; and 

the settlement device comprises: 40 



amount of money determined by 
the data of the charge from the first 
account determined by the identi- 
fication data of the mobile commu- 
nication terminal to the predeter- 
mined account at least when the 
data of the charge from the settle- 
ment input device and the data of 
the charge from the mobile com- 
munication terminal are in agree- 
ment. 

15. A settlement device configured to communicate 
with a mobile communication terminal connectable 
with a mobile communication network and a settle- 
ment input device configured to output data of a 
charge based on input data of purchased Items, and 
said settlement device being able to transfer money 
from a first account to a second account; the settle- 
ment device comprising: 

a control unit configured to transfer an amount 
of money determined by the data of the charge 
from a predetermined account to the second 
account determined by the identification data 
of the settlement input device at least when the 
data of the charge, identification data of the mo- 
bile communication terminal, and identification 
data of the settlement input device are received 
from the settlement input device, no matter 
whether the data of the charge are received or 
not from the mobile communication terminal, 
and to transfer the amount of money deter- 
mined by the data of the charge from the first 
account determined by the identification data 
of the mobile communication terminal to the 
predetermined account at least when the data 
of the charge are received from the mobile com- 
munication terminal. 



a control unit configured to trans- 
fer an amount of money deter- 
mined by the data of the charge 
from a predetermined account to 45 
the second account determined 
by the identification data of the 
settlement input device at least 
when the data of the charge are 
received from the settlement input so 
device no matter whether the data " 
of the charge are received or not 
from the mobile communication 
terminal, and to compare the data 
of the charge from the settlement 55 
input device and the data of the 
charge from the mobile communi- 
cation terminal, and transfer the 
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